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Agenda

 Breach, Ransomware Landscape
 The Interoperability Factor
 21st Century Cures Act - TEFCA
 The Carin Influence
 Program Options: TDRAAP and TNAP
 Cyber Hygiene Scorecard
 Questions & Answers
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The Cyber Stats
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The Cyber Stats 
(cont)
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The Cyber Stats 
(cont)
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HHS 405(d) 
Cybersecurity 
Info. Sharing 
Act (CISA)
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What are the 
Threats?
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Interoperability
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The Problem
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The Interoperability 
Landscape

Future State
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The Interoperability 
and FHIR Factor 

18

https://www.ehnac.org/


FAST Scope & 
Progress
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ONC FAST Proposed 
Architecture
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Moving Forward - FAST as FHIR Accelerator

Payers/
Providers

Provider/
Provider

Consumers

Functional Use 
Cases

HL7® FHIR® ACCELERATOR / COMMUNITY

Cancer Care
and Research

Social 
Determinants 

of Health

Public Health

Common 
Scalability 
Approaches 
& Enablers

ARCHITECTURE
Sandbox, 
Testing, 

Feedback

TBD

HL7 Governance Structure

ADOPTION
AND 

FEEDBACK

Standards

Pilots & 
Certification

TBD

HL7 
Working 
Groups

Clinical 
Research

STAKEHOLDERS

Government Participation/ Contributions (ONC, CMS, CDC, VA, DoD, etc.)
And More…

Frameworks/Networks/HIE

SDOs

Non-Accelerator/ 
Use Case Specific 

Initiatives

Others –
Future

? Other FHIR 
Initiatives
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Cures Act for 
Clinicians and 
Hospitals
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Patient Accessibility

Patient Accessibility
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The Current 
Patient Experience

Access to prior medical records and imaging is critical

Complex health records and other data aren’t easily shared 
across systems

Patients typically have the burden of being courier of records 
during an already stressful time

The result: poor care coordination, delays in care, wasted 
time, anxiety, false diagnostic results, redundant testing and 
patient complaints
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Investing in 
Interoperability 

• Approximately 50% of images still exchanged by CD, 40% of 
patients receive images on CD

• Cultural resistance to change

• Economic benefits to “slow walk” efforts to unblock data

• Innovation prioritized over standardization
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The Rise of Consumer 
Expectations

Patients want more influence over their own care, and demand levels 
of convenience they have grown accustomed to in retail, banking, 
travel and other industries
An accessible, easy to navigate experience is needed to meet the 
needs of patients spanning multiple generations and levels of digital 
literacy 
Sharing digitally meets regulatory requirements 
and boosts the patient experience 
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The CARIN Alliance: 
Identity, Authentication, and Federating Trust in the US Health Care System

Ryan Howells 

@rryanhowells | ryan.howells@leavittpartners.com  

Program Manager, CARIN Alliance 

@carinalliance  | www.carinalliance.com 

www.HL7.com/CARIN
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How will 
exchange work 
under TEFCA?
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TEFCA 
Components
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Timeline to 
Operationalize 
TEFCA
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Options
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Trusted Network 
Accreditation 
Program (TNAP)
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The Programs
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What Should Your Organization 
be Considering for Next Steps?
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Your Cyber 
Hygiene Scorecard

Annual Risk Assessment
Annual Asset Inventory
Assure Timely Software Patches and Software Updates
Assure Every 4 mo. Password Changes
Multi-Factor Authentication (MFA)
Assure Minimum Backup Regimen
Assure Minimum Annual Staff Training
Have a Documented Contingency Plan 
Test Contingency Plan and revise as appropriate
Cyber Insurance
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Resources
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Contact Information
Lee Barrett, EHNAC
lbarrett@ehnac.org
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